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ID name CIP supporsolutiohP  referenc€IP recommendation
CR- Network  FALSFRUEFALSK.A. None CIP does not support this
5.1 segmentation requirement.CIP users should
meet this requirement by using
common networking protocols
that are supported by switches
and routers to implement
network segmentation
NDRZone FALSFRUE FALSW.A. None This is a product specific
5.2 boundary requirement, it should be met by
protection CIP users by using CIP provided
packages.
NDRDeny all, FALSFRUEFALSK.A. None Same as NDR-5.2
5.2 permit
RE(1by
exception
NDRisland FALSFRUEFALSK.A. None Same as NDR-5.2
5.2 mode
RE(2)
NDR¥Fail close TRUEALSETRUWN.A. None Same as NDR-5.2
5.2
RE(3)
NDRGeneral FALSFRUEFALSK.A. None This is a product specific
5.3 purpose, requirement and has to be met
person- by CIP users.This can be done
to-person by blocking specific ports that
communi- are used by applications to
cation communicate general purpose
restrictions messages between person to
person
CR- Application FALIFALSEFALIK.A. None No component level requirement

5.4 partitioning




