
Req
ID

Requirement
name

Supported
by
CIP

Need
ap-
pli-
ca-
tion
support

Need
HW
solution

Status
if sup-
ported
by CIP

IEC-62443-4-2
tests reference

CIP
recommendations

CR-
6.1

Audit
log
accessibility

TRUETRUE FALSECompletedAdded
auditd,
auditspd-
plugins

https://gitlab.com/cip-
project/cip-
testing/cip-
security-tests/-
/tree/master/iec-
security-
tests/singlenode-
testcases/TC_CR6.1_1

CIP supports this
requirement by
adding the required
packages.CIP users
need to utilize the
capabilities provided
by CIP to limit the
access of logs

CR-
6.1
RE(1)

Programmatic
ac-
cess
to
au-
dit
logs

TRUETRUE FALSECompletedAdded
auditd,
auditspd-
plugins

https://gitlab.com/cip-
project/cip-
testing/cip-
security-tests/-
/tree/master/iec-
security-
tests/singlenode-
testcases/TC_CR6.1-
RE1_1

Same as CR-6.1

CR-
6.2

Continuous
monitoring

TRUETRUE FALSECompletedAdded
syslog-
ng and
related
packages

https://gitlab.com/cip-
project/cip-
testing/cip-
security-tests/-
/tree/master/iec-
security-
tests/singlenode-
testcases/TC_CR6.2_1

CIP supports this
requirement and
further capabilities
should be added by
CIP users to meet
this requirement.
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